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FINANCIAL INSTITUTIONS

COMBINED POLICY PROPOSAL FORM

· Please ensure all questions are answered, leaving no blank spaces.

· If you have insufficient space to complete any of your answers, please attach details on your headed paper.

· Please ensure all addenda are completed.

· This form must be dated and is to be signed by three Directors of the Proposer.

· Please attach last Annual Statement and Report and any Interim Report issued since.

· It is the intention of Underwriters that any contract of insurance with the Proposer shall be based upon the answers and information provided in this Proposal Form and any other additional information provided by the Proposer.

· If a quotation is offered it will be the intention of Underwriters to offer coverage only in respect of those entities named in answer to question 1. 

SECTION A - PARTICULARS OF PROPOSER

	
	
	
	
	

	1.
	a)
	Proposer.
	

	
	b)
	Principle Address.
	

	
	c)
	Date Established.
	

	
	d)
	Description of Financial Services Provided.
	

	
	e)
	Please attach a list of all subsidiaries for which cover is requested, indicating the geographical location, date of establishment and financial services provided by each subsidiary.
	

	
	
	If none, state not applicable.
	

	2.
	a)
	Has the Proposer been acquired by another entity, or has any other change of control, merger or acquisition of any other business or assets occurred during the last 5 years?

If so, please attach details.
	

	
	b)
	Has the Proposer provided any new services to its clients during the last 3 years?


	

	
	
	If so, please attach details.
	

	
	c)
	Does the Proposer intend to offer any new services to its clients during the next 12 months?

If so, please attach details.
	

	3.
	a)
	State start and end dates of financial year.
	

	
	b)
	State at the dates indicated.

(Please state currency applicable)
	At Present
	At end last Financial Year
	At end previous Financial Year

	
	
	i)
	Authorised Capital
	

	
	
	ii)
	Paid Up Capital
	

	
	
	iii)
	Total Assets
	

	
	
	iv)
	Total Deposits
	

	
	
	v)
	Total Loans and Discounts
	

	
	
	vi)
	Total Funds under Discretionary Management
	

	
	
	vii)
	Total Profit before tax
	

	4.
	a)
	Is the Proposer a publicly owned or private corporation or a partnership?
	

	
	b)
	Does any individual or organisation own more than 10% of the equity?

If so, please attach details.
	

	5.
	State Number of
	

	
	a)
	Current Cheque accounts
	

	
	b)
	Inactive accounts (being those with no movements in or out during the past 12 months)
	

	
	c)
	Savings and deposit accounts.
	

	6.
	Name of Correspondent Bank or Agent in London.
	


SECTION B - STAFF AND LOCATIONS

	
	
	
	
	

	7.
	Please attach a list stating the names of all Executives and non Executive Directors, their length of service, specific responsibilities and professional qualifications.
	

	
	
	

	
	
	

	8.
	State the number falling in each of the following categories:
	Head Office
	Computer Centres
	Administr.

Centres
	Main Branches
	Other Branches 
	Agencies

	
	a)
	Number of locations
	ONE
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	  
	b)
	Number of Employees and Officers (who are not Directors) but including Employees of all grades including messengers, guards, domestic employees and the like and divided as follows:
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	(i)
	Banking Duties
	
	
	
	
	
	

	
	
	(ii)
	Non Banking Duties
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	


	9.
	a)
	Approximately, what has been the percentage turnover in the following employment categories during the last financial year?
	Inward
	Outward

	
	
	i)
	Directors (including those of subsidiaries)
	
	%
	
	%

	
	
	ii)
	Employees
	
	%
	
	%

	
	b)
	What is the total monetary amount of salaries, including commissions, paid to Directors and Employees during the last financial year.
	

	
	c)
	Are any Directors or Employees compensated by bonus, profit commission, or similar performance related reward which is based upon their own performance or that of their department/division/subsidiary (as distinguished from the Proposer as a whole)? 

If so, attach details of which departments/ divisions/subsidiaries.
	


SECTION C - ACTIVITIES

	
	
	

	10.
	In the last financial year approximately what percentage of the Proposer’s total revenues were derived from the following activities?
	

	
	a)
	Commercial Loans:
	Domestic

Foreign
	
	%

%

	
	
	Interbank Loans:
	Domestic

Foreign
	
	%

%

	
	
	Personal Loans
	
	%

	
	b)
	Leasing
	
	%

	
	c)
	Trade Financing, Forfeiting
	
	%

	
	d)
	Barter, Countertrade or Swap Operations
	
	%

	
	e)
	Foreign Exchange Dealings
	
	%

	
	f)
	Commodity Market Dealings
	
	%

	
	g)
	Securities Dealings
	
	%

	
	h)
	Mergers and Acquisitions Advice
	
	%

	
	i)
	Share Placing and New Issues
	
	%

	
	j)
	Fund Management
	
	%

	
	k)
	Venture Capital
	
	%

	
	l)
	Overseas Advisory
	
	%

	
	m)
	Any Other Activity (Please describe)
	
	%

	Attach an organisational chart showing responsibilities and reporting lines to the Board of Directors for each activity.
	


SECTION D- PARTICULARS OF COVERAGE

	
	
	
	
	

	11.
	Have you in existence any similar insurances?  If so, state details of insurances carried during the previous five years.
	

	
	a)
	Professional Indemnity
	

	
	
	i)
	Insurers
	

	
	
	ii)
	Sum Insured
	

	
	
	iii)
	Deductible
	

	
	b)
	Directors & Officers
	

	
	
	i)
	Insurers
	

	
	
	ii)
	Sum Insured
	

	
	
	iii)
	Deductible
	

	
	c)
	Bankers Blanket Bond/Fidelity/In and Out Policy/Computer Crime Insurance
	

	
	
	i)
	Insurers
	

	
	
	ii)
	Sum Insured
	

	
	
	iii)
	Deductible
	

	12.
	State the Limit of Indemnity required for Financial Institutions Combined Policy.
	

	13.
	a)
	Has any application made by the Proposer or its predecessors in business for any of the types of Insurance detailed in question 11 ever been declined?

If so, please attach details stating the reasons.
	

	
	b)
	Has any Policy of the type of insurance detailed in question 11 in the name of the Proposer or its predecessors in business ever been cancelled or the renewal thereof refused?

If so, please attach details stating the reasons.
	


SECTION E - CLAIM EXPERIENCE

	14.
	During the last five years has the Proposer received any admonishment or critical directive from any regulatory authority?

If so, please attach details.
	

	15.
	Is the Proposer currently involved in any litigation as a defendant?
	

	16.
	Has the Proposer any knowledge or information, after full enquiry, of any circumstances whatsoever which might give rise to claims being made against it, its subsidiaries or any branches to which this application applies?

If so, please attach details.
	

	17.
	Has any demand or claim of a type being the subject of this insurance been made against the Proposer, its subsidiaries or any branches to which this application applies during the past five years?

If so, please attach details.
	

	18.
	Please give in the space provided below, brief details, of any loss or losses you have sustained (whether insured or uninsured), before the application of any deductible, which was sustained during the past FIVE YEARS, which may have been subject of a claim under this proposed insurance.

	Date Discovered
	Location
	Nature of Loss
	Actual Amount or Estimated

	
	
	
	

	Unless the information has already been provided, please attach details of the circumstances surrounding any SUBSTANTIAL loss and the CORRECTIVE MEASURES taken to avoid recurrence.


SECTION F- SECURITY

	
	
	
	

	19.
	a)
	Does the Proposer have a Rule Book or a written code of ethics and instructions covering all aspects of your business and which encompasses all employees.  Such code of ethics to include a statement on the principles and guidelines of acceptable conduct, outside activities, conflicts of interests, gifts from customers, prohibition on other employment,  clear definition of the duties of each employee and corporate policy of standards necessary to assure security of data?
	

	
	b)
	Are employees required to agree in writing that they have read the code of ethics and are abiding by said code?
	

	
	c)
	Do you require all Directors and Employees to declare their outside business interests and specify relationships which could lead to possible conflicts of interest?
	

	20.
	Are the duties of each Employee arranged so that no one employee is permitted to control any transaction from commencement to completion?
	

	21.
	a)
	Have you designated separate Employees who are charged, subject to supervision by your Board of Directors for the following:
	

	
	
	i)
	Responsibility for the installation, maintenance and operation of security devices and for the development and administration of a security programme?
	

	
	
	ii)
	Data Security Officer
	

	
	
	iii)
	Compliance Officer.
	

	
	
	If so, please attach details stating the duties of each, to whom they report and enclose a copy of their curriculum vitae.
	

	
	b)
	Are all the Employees trained (and re-trained from time to time) in security procedures?
	

	
	
	
	

	22.
	a)
	Are unannounced and irregular changes made in the position of Employees within a particular job strata?
	

	
	b)
	Are all Employees required to take an uninterrupted holiday of at least two working weeks in each calendar year during which they perform no duties and are required to stay away from the Proposer’s premises?
	

	23.
	To which regulatory authorities are the Proposer and those subsidiaries listed in the answer to question 1, accountable?
	

	24.
	a)
	Is joint custody established and maintained for the safeguarding of:-
	

	
	
	i)
	Property while in safes or vaults?
	

	
	
	ii)
	All keys to safes and vaults?
	

	
	
	iii)
	Codes, cyphers and test keys?
	

	
	b)
	Is dual control established and maintained for the handling of:
	

	
	
	i)
	All types of securities, negotiable and non-negotiable instruments and unissued and blank forms of said items?
	

	
	
	ii)
	The reserve supply of official cheques, drafts and unissued travellers cheques?
	

	
	
	iii)
	Dormant accounts of depositors?
	

	
	
	iv)
	Codes, cyphers and test keys?
	

	25.
	a)
	Is there an internal audit department?
	

	
	
	If so,
	

	
	
	i)
	Is there an “audit and control procedures” manual?
	

	
	
	ii)
	How many people are employed in the internal audit department?
	

	
	
	iii)
	How often are full internal audits made?
	

	
	
	iv)
	Are audits made regularly on a surprise basis?
	

	
	
	
	
	

	
	
	v)
	Are all locations, including computer centres and facilities included in the audit?

If no, to what extent is the audit performed?
	

	
	
	vi)
	Is the person responsible for the auditing free of all other operational responsibilities and forbidden to originate entries?
	

	
	
	vii)
	Does the Internal Audit Department have computer systems audit training and experience?
	

	
	
	viii)
	Does the Internal Audit Department issue written reports direct to the Board of Directors?

If not, to whom do they report?
	

	
	b)
	Does the Proposer have an in-house Legal Department?
	

	
	
	If so,
	

	
	
	i)
	How many legally qualified individuals does it consist of?
	

	
	
	ii)
	What are the department’s responsibilities?
	

	
	
	iii)
	Does it offer its services to customers or other Third Parties?
	

	
	
	
	If so, please attach details.
	

	
	d)
	Does the Proposer use a standard form of contract, agreement or letter of appointment with regard to services performed?
	

	
	
	Are these regularly reviewed, and if so, by whom?
	

	
	e)
	Are all publications issued by the Proposer reviewed by the in-house Legal Department and/or outside legal advisers?
	

	26.
	State the name and address of the independent firm of Chartered Accountants or professional Auditors who fully audit your accounts.  In addition, please state:
	

	
	a)
	i)
	Frequency of audit.
	

	
	
	ii)
	Are all locations including computer centres and facilities included in the audit? 
	

	
	
	
	If no, to what extent is the audit performed?
	

	
	
	iii)
	Do the Auditors visit all branches?
	

	
	
	
	
	

	
	
	iv)
	Do the Auditors regularly review the system of  internal control and data processing control and furnish written reports direct to the Board of Directors?
	

	
	
	
	If not, to whom do they report?
	

	
	b)
	Have the Auditors made any recommendations in the last two audits?
	

	
	
	If so, state recommendations and confirm that they have been adopted. 
	

	
	
	If not adopted, please give reasons for not doing so.
	

	
	c)
	Has the Auditing Firm been changed in the last five years?
	

	
	
	If so, give details and explain why the change was made.
	

	
	d)
	Attach a copy of the most recent engagement letter from the Proposer’s principal Auditing Firm.
	

	27.
	a)
	State the name and address of Lawyers routinely acting for the Proposer.
	

	
	b)
	Do the Lawyers supply written opinions as to the legality of any change in investment or management policy in connection with Trusteeship activities?
	


Any Policy issued will be a Contract of indemnity designed to protect the insured from fortuitous loss directly and uninterruptedly resulting from defined happenings or conduct.
Manifestly it is not the intention of the insurers or the insured to cover the hazards of trading: to do so would be to translate the role of insurer into that of co-venturer with the right to participate in trading profits.  This is a statement of intent and shall not be construed to broaden the coverage provided by the policy terms and conditions.
The attention of the Proposer is drawn to the Conditions Precedent to Liability contained in the Policy.
We declare that the statements and particulars in this proposal are true and complete to the best of our knowledge, and that we have not misstated or suppressed any material facts.  We agree that this proposal, together with any other information supplied by us shall form the basis of any Contract of Insurance effected thereon and shall be incorporated therein.  We undertake to inform Insurers of any material alteration to these facts whether occurring before or after completion of the Contract of Insurance.

Signing this Proposal Form does not bind the Proposer to complete this insurance.

If a policy is concluded it will be issued on a “Claims Made” basis, i.e. to indemnify the Proposer for claims first made in the manner described in the policy during the policy period.
Dated this _________________________ day of ______________________________________________19 ______

FOR AND ON BEHALF OF -

______________________________________________________________________________________________________

                                                                      (Insert name of Proposer)
Signed and personal stamp 


Title of Officer
___________________________________

Signed and personal stamp
Title of Officer
____________________________________________________

Signed and personal stamp

Title of Officer
_____________________________________________________

NOTE:
This proposal form should be signed by the General Manager, Security Officer and Data Processing Manager

ADDENDA 1

SPECIFIC QUESTIONS RELATING TO PROFESSIONAL INDEMNITY SECTION

	
	
	
	
	

	1.
	a)
	List each takeover or merger situation in which the Proposer acted on behalf of clients in the last twelve months, indicating by asterisk, on behalf of whom the Proposer was acting, and the values involved. 



	
	
	Offeror
	Offeree
	Outcome
	Offer Value

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	Total

	
	
	
	
	
	

	
	b)
	How many floatations has the Proposer undertaken in the last twelve months?



	
	
	List each indicating the share capital involved.

	
	
	
	
	
	

	
	
	Company
	Shares Placed
	Value

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	Total:
	

	
	
	
	
	
	

	
	c)
	How many rights issues has the Proposer undertaken in the last twelve months?

	
	
	List each indicating the share capital involved.

	
	
	
	
	
	

	
	
	Company
	Shared Placed
	Value

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	Total:
	
	

	
	
	
	
	
	


	2.
	Does the Proposer undertake trust activities or discretionary account management?

If so,
	

	
	a)
	Are all clients’ agreements reviewed annually?
	

	
	b)
	Are all trust/discretionary transactions subject to the same procedures and review as the Proposer’s own account transactions?
	

	
	
	If not, please attach details.
	

	
	c)
	State
	 
	 

	
	
	i)
	The number of trust discretionary accounts.
	

	
	
	ii)
	The asset value of the largest managed account.
	

	
	d)
	How often are financial reports rendered to clients?
	

	
	e)
	Does the Proposer have an “approved” list of securities which can be recommended to clients?
	


ADDENDA 2 

SPECIFIC QUESTIONS RELATING TO BANKERS BLANKET BOND SECTION

	
	SECTION 1 VALUES AT RISKS
	- of:-  
	

	
	
	
	

	1.
	State MAXIMUM value at:

(Please state currency)
	Bearer or Negotiable Securities
	Cash, bullion, precious stones and similar interest

	
	
	
	

	
	
	
	

	
	
	
	

	
	a)
	Head Office
	
	

	
	
	
	
	

	
	
	
	
	

	
	b)
	Main Branches
	
	

	
	
	
	
	

	
	
	
	
	

	
	c)
	Other Locations
	
	

	
	
	
	
	


	
	
	
	

	2.
	State the MAXIMUM amount of cash including stock of unissued travellers cheques at:-
	With any teller/cashier
	At the entire counter of any one location

	
	
	
	

	
	a)
	Head Office
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	b)
	Main Branches
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	c)
	Other Locations
	
	

	
	
	
	
	

	
	
	
	

	3.
	State MAXIMUM amount of cash and bearer and negotiable securities in transit at any one time:-
	By Armoured Motor Vehicle


	By Messenger(s)

	
	
	Securities


	Cash


	Securities


	Cash



	
	a)
	Head Office
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	b)
	Main Branches
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	c)
	Other Locations
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	


SECTION 2 PHYSICAL SECURITY

	State details of:-
	Head
	Computer
	Main
	Other

	
	Office
	Centre
	Branches
	Loc.

	4.
	VAULTS AND STRONGROOMS
	
	
	
	

	
	a)
	Are there vaults and strongrooms on the premises?
	
	
	
	

	
	b)
	Are they equipped with:
	
	
	
	

	
	
	i)
	a dial combination lock?
	
	
	
	

	
	
	ii)
	time lock?
	
	
	
	

	
	
	iii)
	a lockable day gate?
	
	
	
	

	
	c)
	i)
	Are the walls, floors and ceilings of reinforced concrete and lined with steel?
	
	
	
	

	
	
	ii)
	State thickness of walls
	
	
	
	

	
	d)
	i)
	State the name of the manufacturer of the vault door
	
	
	
	

	
	
	ii)
	State Type, Age and Reference Number of door
	
	
	
	

	
	
	iii)
	Are doors of arc, torch and drill resistive materials?
	
	
	
	

	
	
	iv)
	Do they have anti-explosive device in the doors?
	
	
	
	

	
	If any of the above are answered “NO” please attach details describing the alternative method or type of protection.
	
	
	
	

	5.
	SAFES
	Head Office
	Computer Centre
	Main Branches
	Other Loc.

	
	a)
	Are there safes on the premises?
	
	
	
	

	
	b)
	Are they equipped with combination locks with a relocking device that will effectively lock the door if the combination is punched?
	
	
	
	

	
	c)
	i)
	State the name of the manufacturer
	
	
	
	

	
	
	ii)
	State type, age and reference number
	
	
	
	

	
	
	iii)
	Are safes fitted with combination locks?
	
	
	
	

	
	
	iv)
	Are the doors of arc, torch, and drill resistive material?
	
	
	
	

	
	d)
	Are safes anchored to the floor or alternatively do they weigh not less than 680 kgs (1500 lbs) empty?
	
	
	
	

	
	If any of the above are answered “NO” please attach details describing alternative method or type of protection.
	
	
	
	

	6.
	DOORS AND WINDOWS
	
	
	
	

	
	a)
	Are all doors fitted with substantial locks?
	
	
	
	

	
	b)
	Are all windows fitted with substantial locks or sealed or barred?
	
	
	
	

	7.
	ALARMS
	
	
	
	

	
	a)
	Are there alarm systems against Burglary?
	
	
	
	

	
	b)
	Are they connected to:
	
	
	
	

	
	
	i)
	Central Stations?
	
	
	
	

	
	
	ii)
	Police Station?
	
	
	
	

	
	
	iii)
	Elsewhere (describe)
	
	
	
	

	8.
	TELLERS POSITIONS
	Head Office
	Computer Centre
	Main Branches
	Other Loc.

	
	a)
	Are there alarm systems against robbery?
	
	
	
	

	
	b)
	Does each teller have a robbery alarm button or pedal?
	
	
	
	

	
	c)
	Are tellers’ positions protected by anti-bandit glass?
	
	
	
	

	
	d)
	Are tellers’ positions separated from the rest of the Banking Hall by a suitable partition with doors kept locked during Banking Hours?
	
	
	
	

	
	e)
	Is cash in excess of the amounts referred to in Question 2 of this addenda removed immediately to a locked safe, vault or other protected place?
	
	
	
	

	
	f)
	Are all cashiers cash holdings taken to safe/vault when vault is closed?
	
	
	
	

	
	g)
	Are cashiers provided with “Bait” or “Decoy” money?
	
	
	
	

	
	
	Note:
	
	
	
	

	
	
	“Bait” money consists of currency notes the denomination, serial numbers and serial years of which have been recorded and verified by a second Employee and left in a safe place.  Such “bait” money should be given to cashiers to be handed out only in the event of robbery.
	
	
	
	

	9.
	GUARDS
	
	
	
	

	
	a)
	Do police patrol and inspect premises?
	
	
	
	

	
	b)
	Do you have armed guards?
	
	
	
	

	
	
	i)
	by day?
	
	
	
	

	
	
	ii)
	by night?
	
	
	
	

	
	c)
	Are they provided by?
	
	
	
	

	
	
	i)
	Police?
	
	
	
	

	
	
	ii)
	Agency?
	
	
	
	

	
	
	iii)
	The Bank itself?
	
	
	
	

	
	d)
	Are they protected by bullet proof cages?
	
	
	
	

	
	e)
	How many nightwatchmen do you employ?
	
	
	
	

	10.
	SAFE DEPOSIT BOXES
	Head Office
	Computer Centre
	Main Branches
	Other Loc.

	
	a)
	i)
	How many safe deposit boxes are there?
	
	
	
	

	
	
	ii)
	How many of these are rented?
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	iii)
	How many locations provide safe deposit facilities?
	
	
	
	

	
	b)
	i)
	Are all safe deposit boxes in a separate Safe Deposit Vault?
	
	
	
	

	
	
	ii)
	If not describe where they are kept
	
	
	
	

	
	c)
	Are all boxes under dual control?
	
	
	
	

	11.
	TRANSITS
	
	
	
	

	
	a)
	Is transfer of money and negotiable securities usually made by armoured vehicle?
	
	
	
	

	
	b)
	In respect of all other transits:-
	
	
	
	

	
	
	i)
	How many messengers do you employ?
	
	
	
	

	
	
	ii)
	Are messengers accompanied by Police or armed guards?
	
	
	
	

	
	
	iii)
	Are trips scheduled at irregular intervals and over varying routes?
	
	
	
	

	
	
	iv)
	Is a private conveyance used?
	
	
	
	

	
	
	v)
	Do you provide a messenger service for any customers?
	
	
	
	

	
	
	vi)
	Do you make up payrolls for customers and deliver them to factories?
	
	
	
	

	
	
	vii)
	If so, does your responsibility cease immediately on arrival at customers premises?
	
	
	
	

	12.
	OTHER PROTECTIONS
	
	
	
	

	
	a)
	Please specify other protection devices such as Camera Systems.  Electrical money traps or any other security measures not mentioned herein.
	
	
	
	


ADDENDA 3

SPECIFIC QUESTIONS RELATING TO COMPUTER CRIME SECTION

	1. GENERAL DESCRIPTION OF DATA PROCESSING

	a)
	Service Class

(if applicable)
	Approx. number of daily transactions
	On Line

or 

Batch
	In House

or

Service Bureau
	Accessed

electronically

by non employee

	
	
	
	
	

	i)
	Demand Deposit
	
	
	
	

	ii)
	Commercial Deposit
	
	
	
	

	iii)
	Time Deposit
	
	
	
	

	iv)
	Retail Loans
	
	
	
	

	v)
	Commercial Loans
	
	
	
	

	vi)
	Letters of Credit
	
	
	
	

	vii)
	Personal Trust
	
	
	
	

	viii)
	Corporate Trust
	
	
	
	

	ix)
	Funds Transfer
	
	
	
	

	x)
	Foreign Exchange Dealing
	
	
	
	

	xi)
	Automated Clearing
	
	
	
	

	xii)
	Securities Transfer
	
	
	
	

	xiii)
	Securities Custody
	
	
	
	

	xiv)
	Cash Management
	
	
	
	

	xv)
	Miscellaneous/Other
	
	
	
	

	Do you provide any of the above services for any correspondent bank or financial institution?

If so, please attach details

	


	b)
	Is your data processing organisation centralised or decentralised in the following areas :
	

	
	i)
	Systems developments, software acquisition.
	

	
	ii)
	Operation of major systems including telecommunications systems.
	

	
	iii)
	Acquisition and operation of small computers.


	

	
	iv)
	Personal computing and decision support systems.
	

	
	
	

	c)
	Approximately, please list the percentage of data processing performed according to the following source categories :
	

	
	
	

	
	i)
	In- House Operations. 
	
	%

	
	ii)
	Arrangement with holding Company.
	
	%

	
	iii)
	Arrangement with correspondent bank.
	
	%

	
	iv)
	Arrangement with joint venture.
	
	%

	 
	v)
	Arrangement with service vendor (non-bank).
	
	%

	
	vi)
	Arrangement with subsidiary.
	
	%

	
	
	
	


	
	
	
	

	2.
	INPUT AND SYSTEM ACCESS
	

	
	a)
	Are passwords used to afford varying levels of entry to the computer system depending on the need and authorisation of the user?

If password not used, please attach details describing alternative method used.
	

	
	b)
	Are passwords regularly changed when there is any turnover in knowledgeable personnel?
	

	
	c)
	Are all source documents secured to prevent unauthorised modification of use of data before entering the computer system?
	

	
	d)
	Do personnel inputting data either initial, sign or otherwise identify data they prepare.
	

	
	e)
	Is the use of terminals restricted only to authorised personnel?
	

	
	f)
	Are unique passwords (separate from an individual operators password) used when logging in a terminal to provide verification of the terminals identity.
	

	
	g)
	Are remote terminals kept in a physically secure location accessible to authorised personnel only?

If not, please attach details describing what steps are taken to prevent an unauthorised user from utilising a terminal.
	

	
	h)
	Do you utilise any software security packages to control access to your computer system.   If so, please specify package used.
	

	3.
	COMMUNICATIONS
	

	
	a)
	Are terminals restricted to the type of message that can be sent or received from it?
	

	
	b)
	Do you encrypt data?  If so, please attach details?
	

	
	c)
	Do you use a software system to monitor telecommunications, if so, please specify system used.
	


	4)
	PHYSICAL SECURITY
	

	
	a)
	Is the data processing centre physically separated from other departments?
	

	
	b)
	Is the data processing centre specifically protected by a Fire Suppression System.
	

	
	
	
	

	
	c)
	Are there entry control procedures used to restrict the entry of non-authorised personnel into your data processing centre utilising the following :
	

	
	
	i)
	mantrap entry system
	

	
	
	ii)
	television recorder or camera system to a central guard area
	

	
	
	iii)
	personal identification by shift supervisors
	

	
	
	iv)
	minicomputer badge system
	

	
	d)
	Is at least one file generation stored and secured off-site from the main data centre in a restricted area?
	

	
	e)
	Are the tape/disc Libraries physically separated from other departments in a restricted area?
	

	5.
	ASSURED COMPUTER SYSTEMS
	

	
	Please identify all your computer systems to be insured hereunder, by attaching details of:
	

	
	a)
	Manufacturer/Vendor
	

	
	b)
	CPU Model/Description
	

	
	c)
	Operating System/ Software Description
	

	
	
	
	

	
	If you operate more than one of a specific CPU model/description, please identify the quantity
	

	6.
	AUTOMATED TELLER MACHINES
	

	
	a)
	State the number of automated teller machines operated by the bank.
	

	
	
	This figure should not include shared networks.
	

	
	b)
	Do you participate in an automated teller machine System shared or operated by another organisation? 
	

	
	
	If, so, identify the same and attach full details of the network. 
	

	
	c)
	Are the automated teller machines on-line to a central computer.
	


	7.
	SERVICE BUREAU COMPUTER SYSTEM
	

	
	a)
	Do you utilise any third parties to convert source data to electronic data?
	

	
	
	
	

	
	
	If so, please state:
	

	
	
	
	
	

	
	
	i)
	The name of the service bureau
	

	
	
	
	
	

	
	
	ii)
	The service class provided
	

	
	b)
	Have all service bureau’s been authorised by written agreement?
	

	
	c)
	Do you require all service bureau’s utilised  to obtain separate fidelity insurance?

If so, for what minimum amount?
	

	8.
	INDEPENDENT CONTRACTORS
	

	
	a)
	Do you utilise independent contractors to prepare Electronic Contractors instructions?
	

	
	b)
	Do you obtain a written agreement from the independent contractors outlining their responsibilities?
	

	
	c)
	Do you require all independent contractors to obtain a separate fidelity policy?
	

	
	
	If so, for what minimum amount?
	

	9.
	ELECTRONIC DATA PROCESSING MEDIA
	

	
	Do you store Electronic Data on 
	

	
	a)
	magnetic tape 
	

	
	b)
	punched tape
	

	
	c)
	magnetic disc
	

	
	d)
	punched cards
	

	 
	e)
	others, please specify
	

	10.
	AUTOMATED CLEARING HOUSE
	
	

	
	a)
	Do you engage in a system of clearing debits and credits electronically through an Automated Clearing House?
	

	
	b)
	Do you use such a system to direct deposits of recurring payments?
	

	
	c)
	Are you on-line to the Automated Clearing House?
	

	
	d)
	Identify the Automated Clearing System to which you belong.
	

	11.
	SECTION C FUNDS TRANSFER/TELEPHONIC INSTRUCTIONS
	

	
	a)
	Do you have any on-line cash management systems with corporate customers?
	

	
	
	
	

	
	
	If so, please provide :-
	

	
	
	i)
	the name of the system
	

	
	
	ii)
	brief description of the services offered.
	

	
	
	iii)
	brief description of the system configuration
	

	
	
	
	approximate number of clients - 
	

	
	
	iv)
	copy of the agreement between the bank and customers and/or a Handbook
	

	
	b)
	Does the Proposer use or subscribe to any Electronic Funds Transfer Systems or Automated Interbank Electronic Communication System?
	

	
	
	List each one
	

	
	c)
	Does the Proposer allow customers direct access to the Proposer’s data base or computer system through?
	

	
	
	i)
	Bank at Home
	

	
	
	ii)
	Point of Sale
	

	
	
	iii)
	Cash Dispenser
	

	
	
	iv)
	Telex Interface
	

	
	
	v)
	Other Terminal Interface, please specify
	

	
	
	If so, please attach details.
	

	
	d)
	Does the proposer use or subscribe to any Electronic Funds Transfer Systems which allow clients to directly execute a transfer of funds?
	

	
	
	List each one, indicating whether transfer can be made on a pre-format or free-format basis.
	

	
	e)
	Does the Proposer permit the initiation of Funds Transfer by telephone instruction from clients?
	

	
	
	If so,
	

	
	
	i)
	Do all clients to whom this facility is available complete written agreements outlining legal responsibilities, transfer limits and call back parameters for verification?
	

	
	
	
	If so, attach a copy
	

	
	
	ii)
	What are the call back parameters for verification?
	

	
	
	iii)
	Are all such instructions directed only to the Wire Transfer Room?
	

	
	
	iv)
	Is a written document produced in respect of each instruction, which is date/time stamped, logged and maintained for at least 90 days?
	

	
	f)
	Describe the procedures adopted when instructions are received by telephone:-
	

	
	
	i)
	Within the Commodity Department.
	

	
	
	ii)
	Concerning the purchase/sale of stock
	

	
	
	iii)
	Within the Foreign Exchange Department
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